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What is Location Spoofing?

* Falsify Location Data as If it were True Location

Where is it?
Tokyo or Hawaii?

007

Tomorrow Never Dies

o /

Y This movie is all
Spoofer about GPS Spoofing
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Main Issues of GNSS Signal Security : Jamming, Interference and Spoofing (JIS)

Attack Method

Detection Possibility

Research and Studies

Existing Solutions

Severity Impact

Intentional or Non-Intentional

It can be detected

Many research and studies
conducted

Limited solutions exist
Not effective for mass-market
receiver systems

Severe impact to deliver a
service because the system may
not work

Non-availability of solutions
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Intentional or Non-Intentional

Normally it can be detected
Sometimes, non-detectable

Many research and studies
conducted

Limited solutions exist
Not effective for mass-market
receiver systems

Severe impact to deliver quality
service if the system is still
working

Non-reliable solutions

Intentional

Difficult to detect

Very limited research and
studies

No solutions exist.
Recently, QZSS and Galileo
are providing solutions for
Spoofing detection

Severe and extremely
dangerous impacts

Spoofed solutions available as
true solution
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Software-Based GPS Signal Generator (Spoofer?)

A

S.el.ect Generate Adjust Signal Dlg!tal 1/Q
» Visible Sienal Output »  Signal
Satellites g Power Output
Digital Signal Antenna
Properties Gain
(Sampling Freq, Pattern
Bit Rate, IF etc)

A 4

Software

Signal Generation

Digital 1Q
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Signal

Transmit
Signal
Digital
Q Signal Digital to Analog
fs = 26MMIHz (D/A) Conversion
A/D = 12bit
<— Hardware —
- GPS L1C/A
/-~ f=1575.42MHz
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Spoofing Target Device or System

Target Device or System

Spoofing a GNSS Receiver

Spoofing a system that has a GNSS receiver

Spoofing a system or an application that uses GNSS
and other sensors for PNT solutions
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A GNSS receiver module or device

A system only based on GNSS such as RTK, VRS, HAS, CLAS,
MADCOA PPP etc.

A system that uses GNSS for PNT as a primary source of PNT data.
Other sensors if present may only work as secondary device or
only provide dead-reckoning solutions such INS sensors.
Examples:

Car navigation system, drone, UAV, UMV, AIS, GPS/IMU

A system or application that uses GNSS or other sensors to output
PNT data even if GNSS signal is absent.

Examples:

Mobile phone, Mimamori Device, Google location engines
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Spoofing Methods and Types

Direct Attack Connect the target device directly by a cable
Spoof signal is not transmitted by antenna

Over-The-Air Attack (OTA) Transmit spoof signal over-the-air

Self-Spoofing Spoof a receiver that is under own control

3rd Party Spoofing Spoof a receiver that does not belong to you
Or you don’t have control over the target receiver

Direct Attack OTA (Over The Air) Attack
GNSS Antenna
-1.5dB
SPOOFER Rx 4><] —
GNSS Signal
Generator -1.5dB P, =(-125to -135) dBm
V. ATT. SPOOFER \
GNSS Signal —Pu— Y
Generator V. ATT. »H RX

Self-Spoofing 3rd Party Spoofing
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Self-Spoofing

SPS
DGPS, RTK
Receiver Type 1 Services
GNSS Receiver Receiver Type 2 L-band

Correction Services

Receiver Type n

Direct Attack L6/E6-band

Correction Services

Car-Navi system

[ Self-Spoofing GPS+IMU

Integrated : UAV / Drone
AIS, VMS,GPS/INS

ADAS
Android Device
OTA Attack
iOS Device
Mobile Phone
GNSS + Sensors Maker A
-1.5dB System Mimamori Device
SPOOFER ker B
GNSS Signal Maker
Generator Other ??
V- ATT. Maker C
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d Party Spoofi
3™ Party Spoofing
SPS
DGPS, RTK
Receiver Type 1 Services
GNSS Receiver Receiver Type 2 L-band
Correction Services
Receiver Type n
,"[ J vP L6/E6-band
) Correction Services
," Car-Navi system
[ 31 party GPS+IMU
Spoofing GNSS
Integrated UAV / Drone
System AlS, VMS, UMV
ADAS, V2X
Android Device
OTA Attack
iOS Device
Mobile Phone
GNSS Antenna GNSS + Sensors Maker A
System Mimamori Device
Maker B
-1.5dB Other ??
SPOOFER
GNSS Signal Maker C
Generator V. ATT Rx
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ITU-R Regulation

Guidance on ITU-R Recommendations

Transmitting RNSS Space Station
Description & technical characteristics of
GLONASS, GPS, GALILEO, COMPASS,
QZSS, IRNSS, etc.

1164 - 1215, 1215 - 1300, 1559 - 1610

Inter-system Interference MHz (Rec. [TU-R M.1787-2)

Coordination methodology for

1164 - 1215, 1215 - 1300, % ________________
1559 - 1610, 5010 — 5030 MHz &

(Rec. ITU-R M.1831-1) ’

Protection of ARNS

from all RNSS in 1164 -

215 MHz - Assessing

Max EPFD (Rec. ITU-R
M.1642-2) and protection !
&

M

Interference evaluation method )
Pulsed interference: Q 4
1164 - 1215, 1215 - 1300, 1559 - 1610
MHz (Rec. ITU-R M.2030)

Continuous interference:

1164 - 1215, 1215 - 1300, 1559 - 1610

—_—

riteria (Rec. ITU-R J/
.1639-1) /

1

:

1

1

1
MHz (Rec. ITU-R M. 1318-1) : J/

1 /

RNSS Receivers or Earth Stations : . w 7
Characteristics & protection criteria for : i DME/TACAN K
interference analysis : ) ; K
1164 — 1215 MHz (Rec. ITU-R M.1905) vt /
1215 - 1300 MHz (Rec. ITU-R M.1902) WYy - /)
1559 - 1610 MHz (Rec. ITU-R M.1903) 4, 30" 4 - N
5010 - 5030 MHz (Rec. ITU-R M.2031-1) | S |4 N

RNSS vs RA

RNSS systems/networks operating in 1164 - 1215, 1215 - 1300, 1559 - 1610, 5000 - 5010, 5010 - 5030 MHz (Rec. ITU-R M.1901-1)

Ed

4 Receiving RNSS Space

!

Station

Characteristics & protection criteria
for interference analysis
Space-to-space

1164 - 1215, 1215 - 1300, 1559 -
1610 MHz (Rec. ITU-R M.1904)
Earth-to-space

5000 - 5010 MHz (Rec. ITU-R
M.1906-1)

RNSS vs ARNS/RLS
Computation of separation distance in
1300 - 1350 MHz (Rec. ITU-R M.1584)

- - - -9 Coordination distance in 5000 - 5010

MHz (Rec. ITU-R M.1582)

Interference calculation NGSO RNSS vs RA (Rec. ITU-R M.1583-1)
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GPS Signal Power

, GF'S Signal Power Spectrum
Noise Power | | | | |
Any Signal below this noise : : : Thermal Ndise Level
level can’t be measured in -110 , , , , ,
a Spectrum Analyzer I I I I :
A20 freenmneeeee onee s e foomeeenees fommeeen s foomeeneees -
GPS Signal Power at E E E E E
Antenna -130dBm c -130p----------- i ittt Sl Tt Pt .
o I I : ' I
'E : : | C/A Code Power Spectrum
g 140 oo e s %
= - ' L
D 1 1 1
o : : |
T 150 ' ' 2
Mobile phone, WiFi, BT etc have = :
power level above -110dBm, much o E
higher than GPS Signal Power I = | S
-170 T
-180 ‘ -
-3l -20 =10 0 10 20 40
Offset from Centre Frequency 157542 MHz
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Free Space Propagation Loss (FSPL)

Received Power based on Free Space Propagation Loss for k=2

S
o
o

gt
—_
(@)

Power at Receiver, dBm
™ N
o o

-140

-150

-160 ' ‘
106" 10 102
Distance from Transmitter Antenna, [D] meter
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June22nd 00:00

Spoofing Incident in Black Sea

These are actually recorded data
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S_I_?OOFing a Car: Is he driving the car?
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Can you identify TRUE Data and SPOOF Data?
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Mobile Phone Spoofing (Jakarta or Paris?)

Spoofer was programmed to broadcast signal so that location data will changed to a driving car in Paris, Triumph Square
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Spoofing a GPS Watch
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Internet-based GNSS Signhal Authentication

=G "u‘. o

GNSS Signals

2

Tokyo
Banslesle Send NAV Data to Authenticati Senc! DS and .
> Authentication Data : Public Key to GNSS Receiver
on Service (User Device)
Singapore J Center (ADC) Dol Users

J Manila

Jakarta

Generate Private / Public Keys
HASH Message Digest of NAV Message
Authentication Monitoring System Compute Digital Signature of HASH Message
AMS
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GNSS Signal Authentication Concept

GNSS NAV Message

A 4

Hash Function

\ 4

Hash Message Digest

A 4

Private Key

ECDSA
Key Generation

Signing Process

ECDSA
Digital Signature

Digital Signature

\ 4

GNSS Signals

A 4

NAV Message
Frame Data

/\

NAV Message

Digital Signature
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A 4

Public Key

v

Hash Function

A 4

Hash Message Digest

A 4

\ 4
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Signature Verification

Process

Y

Valid or Invalid

A
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305 @ P

GNSS Authentication Demo

AUTHENTICATION

GPS Week 2026 Lat 35.90212733°N
GPS TOW 108336 Lon 139.93874817°E

O 0 ATEM &

SKYPLOT

305 M QP

© 0 ATEM &

GNSS Authentication Demo

AUTHENTICATION

Latitude: 35.90212750°N
Longitude: 139.93874750°E
Elevation: 63.600m

SKYPLOT

Prototype System)
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GALWeek 1002 T 63:600m Fix type: Single
GALTOW 108337 OK:17 FAIL: O Satellites: 18
PDOP (GPS): 1.79
BDS Week 470 HDOP (GPS): 0.76 N
BDS TOW 108318 VDOP (GPS): 1.62 B
GPS21 trowioaass) QK
GALQ5 ownsz) OK
E

GAL24 owiosasn OK

— O'\\ N \
GAL31 nowosa) OK : aMarinal E'z?st SN
QZSS02 towsse OK ST N ‘ 27 1 3 GoagleEarty
QZSSO1 (row:osazs) OK

~ X

54
48 £0 50 A
GALQ9 owsoezan O o 4 45 45 45
35
GPS28 mowiosazs) (@] I 24
STOP I
G 6 & & G G 0 a E E E E
15 5 B 2 a 5 24 N @

Bytes Received: 472552

28 194 93
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GNSS Signal Authentication by QZSS

2. QZSS Seven-satellite constellation

B QZSS Navigation Message Authentication service, QZNMA, will be lunched in 2024 as
part of the resilience enhancement against spoofing attacks.

B Navigation messages in the following signals are authenticated with using Elliptic Curve
Digital Signature Algorithm (ECDSA P256).

— QZSS signals (L1C/A(C/B), L1C, L5) are directly protected by self-authentication

— GNSS signals (GPS: L1C/A, L1C, L5, Galileo:E1b, E5a) are protected by cross-
authentication (L6E)

B A tentative Interface Specification (1S-QZSS-SAS) will be issued by the end of
this year. -

GNSS Satellites a .
- {r L6E ‘ All QZS Satellites
(GPs, Galilea) (Digital Signature 4“-
& for GPS, Galileo
Navigation Mess
Digital
*
-»

S
'Y L1C/A(C/B)
Interfering , L5, and
signals Lic >
- Ground control station
L Authentication
Public Key System
# Cabinet Office e | -3 .

National Space Policy Secretariat

Dinesh Manandhar, The University of Tokyo, Japan, dinesh@csis.u-tokyo.ac.jp

Trial transmission of the navigation message
authentication

Mar.09,2021

(o e+ S e

National Space Policy Secretariat, Cabinet Office

National Space Policy Secretariat is developing an authentication system for navigation
messages in the QZSS signals, as a measure to ensure GNSS security against spoofing.
In order to investigate the planned authentication message performance characteristics
in actual environment and define some design parameters for system implementation,

we will broadcast the test message on the L1C/A of QZS and evaluate its performance.

* Satellite : QZ51, 2, 3, 4
» Trial period : After March 11, 2021 to Early April 2021

This test authentication message will be broadcasted in the currently unused ID defined
as "Test mode” in Subframe5 of the LNAV message. Please refer to 1S-QZSS-PNT-004
Table 4.1.2-2 for more detail.

https://qzss.go.jp/en/overview/notices/qzss 210309.html
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GPS and QZSS L1C/A Signal Authentication using QZSS L5S Test Signal

GPS
T O 7S s
Space System EEE EEE ..:'
[ J

Mavigation Signal with
Digital Signature

Control System

GNS5

vice
Authentication Monitoring
Stations (AMS)
Global Deployment

® Requestfor Key +

L + Send Key Data ®
ADC: Authentication Data Center
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Signal Authentication: TTFA and TBA

Time To First Authentication (TTFA) Time Between Authentication (TBA) for QZ : 1
60 MIMN: O, MAX: 30, Median: 22, 221, & 4 sec. 3 MIMN: 9, MAX: 305, Median: 31, o247, o 47 sec.
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Signal Authentication: TBA

Time Between Authentication (TBA) vs. C/No, Elevation and Azimuth for QZ : 1
MIN: 9, MAX: 905, Medi_an'. 31, p:d7, o1 47 seC.
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Dynamic Road Pricing (DRP) based on GNSS

Dynamically charge for road usage

* Pricing is variable and based on

¢ Distance, time, location,

Road Pricing Road Pricing

Road Pricing

Timestamp: Oct 15, 2019 07:51:40
Latitude: 1.29834783°N

Time: 07:51:48

&) St Margaret's

Vehicle type, lane and occupancy

e Traffic congestion condition

Reward road users for using alternate routes to
avoid congested route

Payback the drivers who help to minimize traffic
congestion

* No Physical Toll Gates

GPS-based system is used for Location, Distance and
Lane occupation

Can be implemented on any road section

Not limited to only highways, express ways or toll roads

Global Seamless Implementation

The same system can be implemented globally
The same In-vehicle device can be used globally

Single system for smooth cross-border operation

Once a border is crossed, charging or rewarding rates can
be updated automatically

Dinesh Manandhar, The University of Tokyo, Japan, dinesh@csis.u-tokyo.ac.jp

A Primary Schoc "
Longitude: 103.84491917°E o Sri Temasek = @
. Elevation: 9.600m 5
Road: Penang Road Fix type: DGPS L ) J
Satellites: 19 7 5 kult kafé
Rate: $0.10/km ' v a g o
Trip Length: 1.049km " L4
X 130" P 30
Trip Charge: $0.10 = . @ Hotel sup
Y =
. 5
Total Distance Travelled: 4.861km 300 0 a8 o
P =] Plaza Sincaoura ‘ PoMo
Total Charge: $0.48 o . = $0.10/km ¢
. B Thestana @ Penang Road |
4 . | I8 - The Ca
Auth Status: OK o . L A i L Dhub\’iut a @
aptivate Escape Rooms @ A i
i o1z 9 fg
A ¢ Kura Japanese
w i ag “~National Museum
Church of the G L. ot Sl\ngapore
5 a s )
. » for Sacred Heart f O
5 ri Thendayuthapani i EertCﬁmmngGr&enQ. i
Temple 2| & | A\ €
Y 3 L .
e "HE “~Fort Canning .| ¥ e
Z , Park 5
& s = Pe
B 5 = &
- z 5 & B
Y 1 +
| Armenia 3
— Is bk @ Fort Canning R 7\ | Church of St — o
Bytes Received: 484729 . e - 4 o Google a8 Liang Courty, v ot 0
i a7 % % = = WS N
-
L] AN o L > o L AN o
Dashboard Skyplot Map Dashboard Skyplot Map Dashboard Skyplot Map
n @® <4 ] @ < ] @ 4

Slide: 25



CSi Center for Spatial Information Science ﬁ ;n;‘( j( %

The University of Tokyo (; ’ THE UNIVERSITY OF TOKYO

Dinesh Manandhar, The University of Tokyo, Japan, dinesh@csis.u-tokyo.ac.jp Slide : 26



S s  Center for Spatial Information Science
I The University of Tokyo

* My Homepage
e https://home.csis.u-tokyo.ac.jp/~dinesh/

* GNSS Training related materials
* Lecture Notes, Software Link, Sample Data for RTK Exercise
* https://home.csis.u-tokyo.ac.jp/~dinesh/GNSS Train.htm

* Low-Cost High-Accuracy Receiver System
» Software Request Page (RTKDROID, MAD-WIN, MAD-PI)
* https://home.csis.u-tokyo.ac.jp/~dinesh/LCHAR.htm

* Multi- GNSS Asia, RPD (Rapid Prototype Development) Challenge

e https://www.rpdchallenge.com/

* GNSS Webinar Page
e https://home.csis.u-tokyo.ac.jp/~dinesh/WEBINAR.htm

* Facebook

* https://www.facebook.com/gnss.lab/

Dinesh Manandhar, The University of Tokyo, Japan, dinesh@csis.u-tokyo.ac.jp
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