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Spoofing Problems
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How to Detect / Protect Spoofing Attacks?

Navigation Message

Hardware Level RF Level Signal Monitorin Signal Encryption o
RS e 5 8 8 yP Authentication

» P-Code Reference
>  Multi Antenna » AGC Monitoring > RAIM or ARAIM PRN Code Encryption Broadcast Digital Signature of
»  Direction of Arrival > RF Fingerprint »  Signal Sanity Check NAV Message Encryption NAV Message

»  Multi-Correlator

» FW/SW
» Impact on Receiver Modification e
Hardware »  Little Impact on o P e e
Hardware

No PVT Solution until
Decryption

PVT Solution available even if
Authentication is not performed

»  Fully Backward
Compatible

» Possible to Implement on
Existing Signals

Fully Backward Compatible

Possible to Implement on
Existing Signals

» Spoofing attacks may be identified but difficult to verify
» Authentication is not possible

» Spoofing attacks can be detected and verified
» Authentication is possible
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Current Status on Signal Authentication

» Authentication of OS E1b (I/NAV)
CENEROSN\/'W | > Navigation Data Authentication
» Based on NMA using TESLA

on_Message_Authentication

> Authentication of

» QZSS L1C/A/B (LNAV) azs GPS. Galileo QZSS SAS
> QZSS L1C (CNAV-2) :!' -
> QZSS L5 (CNAV) o i il
Q(ZSS,S S’TS » GPS L1C/A (LNAV) RE -
At 'gtr_‘a . > GPS L1C (CNAV-2)
u Sen |Ca) iIon > GPS L5 (CNAV) Generatejf::[par;_\ultizni:yationdata o “‘ L Verift:ii\;igpaJEI)iZ rkr;issage
SIS > Galileo E1b (I/NAV) % "
>

iy
Galileo E5a (F/NAV) ? ?
> Navigation Data Authentication e o
» Based on NMA, Digital Signature Verification

https://qzss.go.jp/en/overview/services/sv14 sas.html
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QZSS Signal Authentication Service (QZSS-SAS)

» QZSS authenticates QZSS using QZSS Navigation Messages (LNAV, CNAV, CNAV-2)
» QZSS authenticates both GPS and Galileo using QZSS L6E Message

Signal used for : :
Authentication Signals to be Authenticated m

QZSS QZSS Self-
LNAV, CNAV, CNAV-2 LNAV, CNAV, CNAV-2 Authentication
GPS
LNAV, CNAY,
QZSS Cross-

CNAV-2
. Authentication
Galileo

L6E
-- NA, FINAY
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QZSS Signal Authentication by QZSS

» NMA (Navigation Message Authentication) based Signal Authentication.
» Broadcast Digital Signature of QZSS Navigation Message using one of the Navigation Messages of the Signal.

J
O
&
NS
> A9
R
N
Authentication Data
Generator GNSS Receiver | Authenticated
(Digital Signature etc.) Send Data to QZSS (User Device) Output Data

through QZSS MCS

Send Public
- KeytoUsers >
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GPS and Galileo Signal Authentication by QZSS

» NMA (Navigation Message Authentication) based Signal Authentication.
» Broadcast Digital Signature of GPS and Galileo Navigation Message using QZSS L6E Signal.

Send Data to QZSS
through QZSS MCS

GNSS Monitoring R Authgntlcatlon Data GNSS Receiver | Authenticated
Stations | Generator (User Device) Output Data
(Digital Signature etc.)

A

Send Public
Key to Users
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QZSS SAS Schedule
| oevaz [ gFvam3 JFY2024

Design, Development, Test, Installation, etc.

Development * Test ' ' '

Implementation of expanding the

utilization
Release of User interface A
specification (IS-QZSS-SAS) draft version first version
Release to be released
Demonstration for expanding the
utilization Recruitment of participants Recruitment of participants Recruitment of participants
(timing is subject to change) Preparation(1st) Preparation(2nd) ~__ Preparation(3rd)

e GPs/Gaileo NI I
Transmission of
signal authentication data
QZSS

Source: https://qzss.go.ip/en/overview/services/svl4 sas.html
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QZSS SAS IS Document

Refer QZSS SIS IS document for technical details on QZSS signal authentication
https://gzss.go.jp/en/technical/ps-is-gzss/ps-is-qzss.html

Csi

Satellite Positicning,
MNavigation and Timing
Service

Sub-meter Level
Augmentation Service
(SLAS)

Centimeter Level
Augmentation Service

Performance

Standard (PDF)

P5-QZ55-003
(Mar.17, 2022 /

Interface
Specification (PDF)

1S-QZSS-PNT-004
(Jan. 25, 2021 /
2.3MB)

15-QZS5-PNT-005
(Oct. 24, 2022 /
3.9MB)(*%)

1S-QZSS-L15-005
(Feb. 3, 2023 /
1.0MB)

15-QZ55-L6-005
(Sep. 21, 2021 /

Service Performance
Evaluation

Satellite Positioning,
Mavigation and Timing
Service

Sub-meter Level
Augmentation Service
(SLAS)

Centimeter Level
Augmentation Service

(CLAS) 1.1MB)(*) 1.4MB) (CLAS)
Satellite Report for Disaster I5-QZ55-DCR-010
and Crisis Management (Jan. 24, 2022/ -
(DC Report) 4.5MB)
L IS-QZ55-TV-003
Positioning Technology i
N ) (Dec. 27, 2019 / -
Verification Service
0.9MB)
I1S-QZ55-MDC-001
MADOCA-PPP (Feb. 28, 2022/ MADOCA-PPP
3.3MB)
IS-QZ55-5A5-

Signal Authentication
Service

001_Draft-002
(Jan. 24, 2023 /
2.7MB)

Quasi-Zenith Satellite System
Interface Specification
Signal Authentication Service
(15-QZSS5-5AS-001)
Draft-002

(January 24 2023)

Cabinet Office

3 Signal Authentication Services

0zs5 provides signal authentication services for QZS5 L1C/A, L1C/B, L1C and LS signals. It is done by
transmitting Navigation Message Authentication [NMA) data into the

of the respective OZSS signals. A NMA data is 2 portion of digital signature computed from the
navigation message of a signal that has to be authenticated. For example, if OZSS L1C/A signal has to
be authenticated, sub-frames 1, 2 and 3 of L1C/A signal are used to compute a digital signature. This
digital signature is then reformatted to ingert in Sub-frame 5. The satellite broadcasts this signal with
NMA data in sub-frame 5. Table 3-1 shaws the list of QZSS signals that is used to authenticate the
respective OZSS signals. OZSS L1C/A signal is used to authenticate L1C/A signal. Similarly, L1C signal is
used to authenticate L1C signal and LS signal is used to authenticate LS signal.

0255 also provides signal authentication services for GPS L1C/A, L1C, LS signals and Galilea E1b and
ESa signals. It is dane by transmitting NMA data inta the navigati of 0255 L6E
signal to authenticate GPS and GALILEQ signals. Table 3-2 shows the list of GPS and Galileo signals that
is authenticated by using 0255 L6E signal.

Table 3-1: Q255 signals that will be used to outhenticate respective 0255 navigation messages

QZ55 Signals with QZ55 Satellite
SVID Navigation Massage Authentication Orbit Typa Comments
FRN ID Signal signal | signal Orbit

07501 193 LiC/A Lic L5 QZ0 Eligible if operational
Q7502 194 Lig/a L1C [ azo
07504 135 L1C/A Lic L5 QZ0

196 LiC/A Lic L5 Switching from LLC/A to
QnIR 203 Lic/e - - azo L1C/B in the future

197 L1C/A L1C 15 Switching from LLC/A to
Oests 204 1C/B - - 0= L1C/8 in the future
07503 199 Lig/a L1C [ GED

200 L1C/A Lic L5 Switching fram L1C/A to
i 205 1C/B - - GED L1C/8 in the future

201 L1C/A L1 L5 Switching from L1C/Ata
azso7 206 L1C/B - - (Qiceo L1C/B in the future

Tabie 3-2: Q7SS signal that will be used to authenticate GPS and Galileo navigation messages

1255 L6E Signal with GPS and Galileo 5“;:';:2
i Navigation Message Authenticatian Tvee -
PRN ID Signal GNSS Mavigation | o
Message
azsoL 203 - - azo
Qzsoz 204 L6E azo
azsod 205 L6E GPS LNAV azo
Q7s1R 206 LEE GPS CNAV Qzo
Qzs0s 207 L6E GPS CNAVZ azo
azso3 209 L6E Galiles |/NAY QGE0
o706 0 L6E Galileo F/NAV 0650
azso7 211 LGE QGED
5
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QZSS Signal Authentication of GPS and Galileo: Tokyo Test Results

C S i Center for Spatial Information Science ﬁ ;'?{- j( %

| GNSS Authentication, Version: L6E-202308-R005 - O x
Lat: 3590304367  GPS Week: 2276 TTFF: - Receiver Connection
Lon: 139.93930483 GPS TOW: 271908 Active Time 708665ms RX: NTRIP 157.62.223.139:2101/KASHO72UB
- 04800 AL Weeke 1252 DX: NTRIP 157.82.223.139:2101/KASHO2UBL6
Device ID: 0000000000 GALTOW: 271899 [ ] Show All Satellites [] Reset every 300 s Setup R) Setup D Reset Stop
GPS Authenication Status GALILEQ Authenication Status Satellite Signal Details
Sat TOW Az El CNO Status Sat TOW Az El CNO Status
GPO5 | 271506 309 49 44 oK GAO4 | 271525 233 66 45 oK Qzo2 GA04
N ous azo3 GAQ9
GPO6 271506 138 33 41 oK GA09 271525 228 14 34 oK T o = az04 GA1D
GLS6 . Gl8%0g Qzo7 GAT
GPO7 271506 67 29 41 oK GA10 | 271525 312 78 46 oK [ 45 n Pos Ao
BD13BDaS
GP11 | 271506 135 77 46  OK GA11 271525 317 48 40  OK p29 dému 60° cRe Gros GA1e
. LI BP3T— @lm GPO7 GA20
GP13 271506 217 48 45 oK GA12 | 271525 145 74 41 oK . u ° % GPO9 BDO7
/ '\ orr NN oo
GP15 271506 235 14 39 | OK GA19 271525 43 51 40  OK [ [ GLB‘?’EU oy o N o0
| | { < \ | \ | | GF15 BD11
GP20 271506 5 67 45 OK : W o | _ | [E crzo [ <5 BD13
| elr1 | \ O GP11/ | P30/ | Gpa2og BD21
GP29 271506 304 23 39  OK | - GAD4 > . o/ ®) | erso [ HEEEEEEE BD40
Yo v oLgt =
® 0702 GLa0 SB128 37 BD43
GP30 | 271506 102 38 42 oK 3 i seizo Iz .
@B&A@ o - ss137 | <0 GLTD
gt W
4 Bp4d A o i
4 — |BD/M GL79
og A GLa0
- — GL84
GL8S
GLEG6
Recording File: C\Users\SauraviDocuments\SASDT_N_KASH\2023_08_23_12_19_37.csv RX: 4841B/s, DX: 544B/5
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QZSS Signal Authentication of GPS and Galileo: Jakarta Test Results

B GMNsS Authentication, Version: LBE-202308-R005

Lat: -5,19381783 GPS Week: 2276 TTFF: -

Lan: 106.84812850 GPSTOW: 271968 Active Time 698326ms

Elv: 59.700 GAL Weelz 1252

Device ID: 0000000000 GALTOW: 271959 d

GPS Authenication Status GALILEQ Authenication Status
Sat TOW Az El CNO Status Sat TOW Az El CNO Status
GP12 271506 |226) 41 | 43 0K GAOD 271525 238/ 75 | 45 0K
GP13 271506 | 43 |63 | 46 OK GA10 271525 | 22 | 26| 38 OK
GP15 271506 264 72 | 46 OK GAZ4 271525 |219| 39 | 42 OK
GP17 271506 (144 2 | 26 OK GA25 271525 274/ 16| 36 OK
GP19 271506 140 21| 37 OK
GP20 271506 | 23 | 9 | 33 OK

Recarding File: C:\Users\GNS5LAB\Documents\SAS02_N_UN2023_08_23_12_20_54.csv

Receiver Connection

R¥: NTRIP 157.82.223.139:2101/TUD1TUE

DX: NTRIP 157.82.223.139:2101/TUO12UB

[] Reset every 300

Satellite Signal Details

s

84
o
g, 8
A GP13 _
I 75° o
-c5B195 SBA23 GHI3T
GA25PRI76 Y GPOG
- 1 GP15 | logie e
Gem | BOWAQ9 ml
® | | Y - BD11 GAI3
\ Gl X /'a /| &
- BD16 /
GR12 BC0R
BLT5 4
D09 Q7D
® G.:ﬁ — | A~ REdr 3
~.a GP24 | a3t °m
O —0
L
g

- O ®
etup D | Reset H Stop |
azoz [ cands I +:
azo: M :: caos [ -
azo4 I :0 caog I
GrPos I 40 a0 I ==
Groc I 1 calz S
cP11 0 cats I 4
Pz N cao: 2
cgP1z N ca2s GG
gPis I Gco:1 o
cP1o I 37 cazz -0
grzo I 33 eooc (N - -
GP23 5 goo7 N 4 -
Grz4 M 30 gooz 35
Grzs M =7 gooy I 2
Grzg I 7 go10 I 4
126 [ :: ep11 I - :
spize I :c cov1: G
sB127 I £ 2 D16 | - :
cL7o G
cL71 1IN
cL7z (I
cL7: o
cL74 -0
cL7s [ -0
cLa4 M ;5
cLes N ::
cLes [ :o
RX: 5980B/s, DX: 46178/s
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QZSS Signal Authentication of GPS and Galileo: Kathmandu Test Results

Lat:
Lon:

Elv:

27.69258420
8533936920
1278.842

GPS Authenication Status

GAL Week:

¥ | GNSS Authentication, Version: L6E-202308-R005
GPS Week: 2276
GPS TOW: 271920
1252

Device ID: 0000000000 GALTOW: 271915

TTFF:

Active Time 696773ms

Sat

GPO5

GP11

GP12

GP13

GP15

GP18

GP20

GP23

GP25

GP29

TOW Az
271506 23

271506 | 73

271506 | 190

271506 113

271506 167

271506 296

271506 42

271506 | 237

271506 231

271506 327

El
57

23

18

41

44

19

29

13

31

61

CNO

47

38

37

45

45

37

41

38

40

47

Status

OK

oK

OK

OK

oK

OK

OK

oK

OK

OK

Sat

GADZ2

GAO4

GAO9

GA10

GAT1

GA12

GA19

GAZ24

GA25

GA36

TOW
271525

271525

271525

271525

271525

271525

271525

271525

271525

271525

Az E
296 21

89 47

163 39

57 42

17 | 54

7723

39 9

138 14

242| 33

310 32

CNO
38

45

43

43

43

33

30

36

M

42

Status

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

Recording File: C\Users\Saurav\Documents\SASO1_N_KATHY2023_08_23_12_19_58.csv

Receiver Connection
RX: NTRIP cors.aviyaan.com:2101/KTM1TUB

DX NTRIP cors.aviyaan.com:2101/KTM1L6

(7] Show Al Satellites [] Resetevery 300

GALILEQ Authenication Status

Satellite Signal Details

S

By
" - GA19
[ | 2 G
GL77 - BDOS-_BREE%,
11 ®
M GA36 8015 b
G GPog — A GAT0
/a hd _ BD28 5 Gpd
/ 75 A B0y etiz
' GAD4 |
%675 Baze— €
" Qo
§B123 GL7 [
e | = GP13 | - ol
' 5 ﬁﬁ”ﬁi@.
Spi27 ®
GPEpos®
® 9
|B Uiy
oLrz T‘J
%4

- X
C Reset Stop
azoz |G GAO2
azos |G :: GAD4
azo7 |+ GADY
cros [ ++ GA1D
cr11 [ o GAM
cr1z [ GA12
cr13 [ :5 GA19
CSE 00 I GAZ4
criz [N GAZ5
crzo [+ GAZB
crzz (N BDO7
crzs [ <0 BDOS
crzo [ <7 BD10
se1zz [ =5 BD13
spiz7 | - - BD28
se137 |G BD38
BD40
BD43
GL70
GLT1
GLT2
GL76
GLT?
GLe4
GLES
GLE6

RX: 6997B/s, DX: 5448B/s
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QZSS Signal Authentication of GPS and Galileo: Helsinki Test Results

Lat:

Elv:

Lon:

GPS Authenication Status

60.179477! GPS Weel: 2285

7 GNSS Authentication, Version: L6E-202308-R005

TTFF: 31385ms

249267120 GPSTOW: 70104  Active T 3410385ms

52.900 GAL Week: 1261

Device ID: 794D CAt GAL TOW: 70103

L Show All Satellites

GALILEO Authenication Status

Sat

TOW A: El CNi Status

Sat TOW A; El CNi Status

GAD5 6962533C 20 42

Demonstrations will
be done during the

coffee b

reaks

OK

Receiver Connection
RX: SERIAL,COM7:115200

DX: NTRIP 157.82.223.139:2101/TU002UB

Recording File: DANEC\SAS\FieldTest\UBX\Helsinki\202310_23_03_31_08 HSK.csv

L Reset every 300 s Setup RX
Satellite Signal Details
B4z CHIE ‘s
GAGS l o ‘D'----... aU88028
&1 5t W Agpyy
GLTS? __|so~ G:gg
‘Bms . e o
| GLBEI-""' GPOG
bt | /o o
| ko5
%er
Neags,
[« I —

- O %
Setup DX Reset H Stop
azo: (s caos iz
cros [le caos [N +2
cros s ca09 e
cr11 [z ca13 [Jlzs
cri2 s aats o
ar17 [ caz1 s
cr1o -7 caze [z
cr24 [z caz1 [Rze
crz2s [Nz soz21 [N«
crzs M+ cozc :
cr32 R4 eo30 o
eos2 [z
6045 [+
en4s [l1s
o [
cL71 |+
cL72 =2
o7 [N
cl7e [z
cLso [N
cLa1 s
cLzz =0
cLzs [N«

RX: 3378B/s, DX: 544B/s
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Summary and Future Works

* Authentication of GPS and Galileo signals is done successfully

* The following KPIs (Key Performance Indicators) will be
conducted in the near future
 TTFA (Time To First Authentication)
 TBA ( Time Between Authentication)
* AER (Authentication Error Rate)

e Authentication tests will be conducted using different types of
receivers

* Any receiver that outputs navigation data bits is authentication
compatible

Dinesh Manandhar, CSIS, The University of Tokyo, dinesh@csis.u-tokyo.ac.jp Slide : 14
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Reference Slides:
QZSS SAS IS Document Slides
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QZSS Signal Authentication System

Signature Generation Process

\

QZSS NAV Message

RAND

Hash Function

Hash Message Digest

ECDSA
Digital Signature

Digital Signature

\ 4

QZSS Satellite

A
NAV Message

LNAV, CNAV, CNAV2

T~

RAND

DS

|—> Private Key ——*® —»

Signing Process
ECDSA gning

Key Generation

NMA
DS

ECDSA :
NAV
QMsS

: Navigation Message Authentication
: Digital Signature

Public Key

Hash

Function

Hash Message Digest

Elliptical Curve Digital Signature Authentication

: Navigation
: QZSS Monitoring Station

\ 4

Process

Signature Verification

A

h 4

Valid or Invalid

o

5K

THE UNIVERSITY OF TOKYO

RAND :

Reference Authentication NavigatiomDatadhar, CSIS, The University of Tokyo, dinesh@csis.u-tokyo.ac.jp
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GNSS Signal Authentication

Signature Generation Process

Upload Digital Signature to QZSS

System

o

5K

THE UNIVERSITY OF TOKYO

A A
GPS Galileo QZSsS
Satellite Satellite Satellite

\
[ o |
GPs satellite Galileo > GNSS NAV Message
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enter Private Key Digital Signature
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AMS : Authentication Monitoring Station X101
NMA : Navigation Message Authentication

DS : Digital Signature

ECDSA : Elliptical Curve Digital Signature Authentication
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l

L6E NAV MSG
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Hash
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Hash Message Digest
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Signature Verification

Process

A

A

Valid or Invalid
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GPS Signal Authentication Overview, GPS L1C/A, LNAV

RNAV

LNAV: Sub-Frame 1, 2, 3 MASK
’ ' 3 Frames, Each 300bit
3 Frames, Each 300 bits (See 4.2.3)
(See 4.2.2) o
s N
MNAV, 900 bits Key Generator .
RNAV : Reference Navigation Message (See 4.2.4) [ ECDSA, P-256 Public Key
MASK : Mask Data % y,
MNAV : Mask Navigation Message
RAND : Reference Authentication Navigation Data e - ~ . X \
HASH : Hash Message Digest RAND, 968 bits Private Key
DS : Digital Signature \ J
RDS : Reformat Digital Signature L (See 4.2.5) ) v NMAF
DSS : Digital Signature Segment [ | Signer ) QZSS L6E, QZNMA
NMAF : Navigation Message Format - Y N\ > See 4.2.7 2000 bits
QZNMA : QZSS Navigation Message Authentication Hash Function __{ ) (See 4.2.11)
\ SHA-256 ) g v <
p ¥ N DS, 512 bits
256 b't (See 4-2-8) h 4
H?::é 4 6)I S \ J QZSS Master Control
® “AND” Operation L o ) P ! N Station (MCS)
RDS, 576 bits
(See 4.2.9)
. J/
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GPS Signal Authentication Overview, Signal: GPS L1C/A, Message: LNAV

RNAV

MASK
LNAV: Sub-Frame 1, 2, 3 .
. 3 Frames, Each 300bit
3 Frames, Each 300 bits (See 4.2.3)
(See 4.2.2) o
e A
i Key Generator .
MNAYV, 900 bits [ ECY)SA P.256 ]—b[ Public Key ]
RNAV : Reference Navigation Message L (See 4.2.4) ) Al
MASK : Mask Data
MNAV : Mask Navigation Message - y ~N p y .
RAND : Reference Authgntlcat|on Navigation Data RAND, 968 bits Private Key
HASH : Hash Message Digest L ) s
DS : Digital Signature L (See 4.2.5) 1 NMAF
055 Digel Sgnature Segment , . J  signer ] | A0 o SINA
: . - \ g 2000 bits

NMAF : Navigation Message Format ( Hash Function \ (See4.2.7) y (See 4.2.11)
QZNMA : QZSS Navigation Message Authentication . SHA-256 ) p l \ \_ 2.

¥ DS, 512 bits

( ) (See 4.2.8) v
HASH, 256 bits e
(See 4.2.6) . J QZSS Master Control
® “AND” Operation L o ) P ! N Station (MCS)
RDS, 576 bits
(See 4.2.9)
\ J/
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GPS LNAYV : Mask Navigation Message (MASK)

RNAV

Sub-Frame: 1, 300 bits

RNAV

MASK

Q ; Frame-1: 300 bits

Sub-Frame: 2, 300 bits

RNAV
Sub-Frame: 3, 300 bits

Q-

MASK

Frame-2: 300 bits

r

MASK

Frame-3: 300 bits

MNAV
Sub-Frame-1: 300 bits

MNAV
Sub-Frame-2: 300 bits

MNAV

Sub-Frame-3: 300 bits

A

® “AND” Operation

MNAV, 900 bits

RNAV : Reference Navigation Message

MASK : Mask Data

MNAV : Mask Navigation Message

AJ
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GPS LNAV: Reference Authentication Navigation Data (RAND)

A

GPS LNAV RAND, 968 bits

A J

—— Message Type, 4 bits

RAND : Reference Authentication Navigation Data
RTOW : Reference Time Of Week
MNAYV : Mask Navigation Message

RTOW SVID Key ID MNAV SALT Reserved
20 bits 8 bits 8 bits 900 bits 16 bits 4 bits
Fy Fy Fy
NMA ID, 4 bits Reference Ephemeris, 4 bits

Dinesh Manandhar, CSIS, The University of Tokyo, dinesh@csis.u-tokyo.ac.jp

Slide : 21


mailto:dinesh@csis.u-tokyo.ac.jp

CSi Center for Spatial Information Science C ’ ﬁ ;'.}L{‘ j( %

The University of Tokyo THE UNIVERSITY OF TOKYO

GPS LNAV: Reformat Digital Signature (RDS)

GPS LNAV RDS 576 bits

A
AJ

RTOW SVID Key ID DS SALT
20 bits 8 bits 8 bits 512 bits 16 bits
Fy Fy Fy
NMA ID, 4 bits Reference Ephemeris, 4 bits

—— Message Type, 4 bits

RDS : Reformat Digital Signature
RTOW : Reference Time of Week
DS : Digital Signature
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GPS LNAV: L6E Navigation Message Authentication Frame (NMAF)
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QZSS L6E Message, 2000 bits

\4

Header
49 bits

GPS or Galileo RDS
576 bits

GPS or Galileo RDS
576 bits

Reserved
543 bits

RS Code
256 bits

NMAF
RDS

: Navigation Message Authentication Frame
: Reformat Digital Signature

RS Code : Reed-Solomon Code

Dinesh Manandhar, CSIS, The University of Tokyo, dinesh@csis.u-tokyo.ac.jp

Slide : 23


mailto:dinesh@csis.u-tokyo.ac.jp

	Slide 1: GPS and Galileo Signal Authentication Using  Quasi-Zenith Satellite System (QZSS) Signal  United Nations/Finland Workshop on the Applications of Global Navigation Satellite Systems
	Slide 2: Spoofing Problems
	Slide 3: How to Detect / Protect Spoofing Attacks? 
	Slide 4: Current Status on Signal Authentication
	Slide 5: QZSS Signal Authentication Service (QZSS-SAS)
	Slide 6: QZSS Signal Authentication by QZSS
	Slide 7: GPS and Galileo Signal Authentication by QZSS
	Slide 8: QZSS SAS Schedule
	Slide 9: QZSS SAS IS Document
	Slide 10: QZSS Signal Authentication of GPS and Galileo: Tokyo Test Results 
	Slide 11: QZSS Signal Authentication of GPS and Galileo: Jakarta Test Results 
	Slide 12: QZSS Signal Authentication of GPS and Galileo: Kathmandu Test Results 
	Slide 13: QZSS Signal Authentication of GPS and Galileo: Helsinki Test Results 
	Slide 14: Summary and Future Works
	Slide 15: Reference Slides:  QZSS SAS IS Document Slides
	Slide 16: QZSS Signal Authentication System
	Slide 17: GNSS Signal Authentication System
	Slide 18: GPS Signal Authentication Overview, GPS L1C/A, LNAV
	Slide 19: GPS Signal Authentication Overview, Signal: GPS L1C/A, Message: LNAV
	Slide 20: GPS LNAV : Mask Navigation Message (MASK)
	Slide 21: GPS LNAV: Reference Authentication Navigation Data (RAND) 
	Slide 22: GPS LNAV: Reformat Digital Signature (RDS)
	Slide 23: GPS LNAV:  L6E Navigation Message Authentication Frame (NMAF)

